
RICHESH YADAV
Security Operations Consultant | Targeting AI Application Security

Pune, India  ·  +91 94053 85620  ·  yadavricheshkumar@gmail.com

linkedin.com/in/richeshkumaryadav   ·   richesh.top

SUMMARY

Security operations professional with 4+ years across managed security services, fintech, and global enterprise 
environments — spanning SIEM operations, incident investigation, phishing response, and endpoint containment. 
Currently investigates and coordinates incident response and privacy escalations at Eviden (Atos Group), building on IBM 
QRadar administration experience within a 150+ customer MSSP and high-volume alert investigation at a card-processing 
SOC. CompTIA Security+ and AWS Certified Cloud Practitioner certified. Actively transitioning this security-operations 
foundation toward AI application security — self-directed study of the OWASP Top 10 for LLM Applications and MITRE 
ATLAS, paired with hands-on AI-assisted prototyping — while continuing to operate as a working security-operations 
practitioner.

SKILLS

Core Security Operations: Incident Investigation, Alert Triage & Escalation, Phishing Analysis, Endpoint Containment, DLP 
Operations, IOC Enrichment, Operational Reporting, SIEM Administration

Platforms & Tools: IBM QRadar, Splunk Enterprise Security / Splunk Cloud, Microsoft Sentinel, CrowdStrike Falcon, Carbon 
Black Cloud, Microsoft Defender for Office 365, Trellix DLP, Symantec DLP, Recorded Future, Joe Sandbox, ServiceNow, Jira, 
PowerShell, Linux CLI

Developing — AI Security (self-directed, not yet applied professionally): AI-assisted prototyping, Python scripting, 
workflow automation, OWASP Top 10 for LLM Applications, MITRE ATLAS

EXPERIENCE

Consultant, Security Operations  |  Eviden (Atos Group)
Feb 2025 – Present  ·  Pune, India (Remote)

 Investigate 4-5 phishing cases per month using Microsoft Defender for Office 365, documenting findings and 
coordinating containment, remediation, and privacy escalation with the relevant teams.

 Coordinate incident handling end to end — from alert review through closure — partnering with technical and 
business teams to keep cases moving to resolution.

 Execute endpoint quarantine and controlled release through CrowdStrike Falcon following investigation and required 
authorization.

 Manage Trellix DLP alerts and bypass requests, validating business justification before completing approved actions.
 Prepare a monthly operational matrix covering incidents, alerts, and service tickets for management review and trend 

visibility.

Information Security Analyst  |  TSYS Card Tech Services India Pvt. Ltd.
Aug 2022 – Feb 2025  ·  Pune, India

 Investigated 80-100 security alerts per day at peak, correlating endpoint, firewall, Windows, and IPS/IDS activity 
through Splunk and supporting security tools.

 Analyzed suspicious files, URLs, and indicators using Joe Sandbox, Carbon Black, and Recorded Future to support 
threat validation and response.

 Performed authorized endpoint quarantine and return to service through Carbon Black Cloud, coordinating high-
impact actions with management before execution.

 Improved daily Goal-Task-Action allocation and ownership tracking, helping reduce duplicate investigation effort and 
strengthen accountability across the team.
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 Shared recurring false-positive findings with the SIEM administration team, supporting alert-tuning decisions and more 
consistent investigation workflows.

SIEM Platform Associate – Security Platform Engineering  |  SecurityHQ
Feb 2022 – Aug 2022  ·  Pune, India

 Supported IBM QRadar operations across assigned client environments within an MSSP serving 150+ enterprise 
customers, handling log-source troubleshooting, scheduled reporting, and platform issue resolution.

 Investigated non-reporting log sources, diagnosing connectivity and service issues and coordinating resolution to 
restore log visibility for affected clients.

 Delivered daily, weekly, and monthly QRadar reports for clients and management, supporting operational visibility 
across the multi-tenant environment.

 Supported 24x7 SOC operations through QRadar health checks, service troubleshooting, and escalation according to 
established procedures.

PROJECTS

Orbit — AI-Assisted Application Prototype
 Developed an interactive prototype in approximately 10 days by defining requirements, directing AI-assisted 

development with Claude Max, and iterating on dashboard layouts and workflows.
 Combined goals, habits, tasks, finance, journaling, and wellbeing tracking with manual data entry and basic cloud 

persistence, demonstrated with sample data; in-app AI, external integrations, and advanced privacy architecture 
remain planned.

Personal Portfolio — richesh.top
 Created and deployed a professional portfolio through Vercel, configuring a custom domain and DNS, to showcase 

security-operations experience and the Orbit prototype.

CERTIFICATIONS

 CompTIA Security+ (SY0-601) — CompTIA · Oct 2023 – Oct 2026
 AWS Certified Cloud Practitioner (CLF-C02) — Amazon Web Services · Aug 2024 – Aug 2027

EDUCATION

Bachelor of Computer Applications (BCA)
Swami Ramanand Teerth Marathwada University, Nanded  ·  2018 – 2021  ·  Grade: A+

LANGUAGES

English  ·  Hindi  ·  Marathi


